Q-Net Enhanced Login Security

A new way to protect your accounts online

QCU is pleased to provide Enhanced Login Security,
the most recent technology to keep you secure while
managing your accounts online.
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Introducing a new layer of online security with
Enhanced Login Security!

In the past, QCU provided several methods like User Name, Password
and Challenge Questions to identify online users as part of Enhanced
Login Security. Now, you have a choice of 3 convenient methods to
identify you and your pc. If your computer is not recognized, you will be
asked to provide a one-time pass code. This pass code can be provided
in one of three methods you choose.

Email e Phone Voice Message ¢ Text

If you are already enrolled in Enhanced Login Security through Challenge
Questions- A new setup screen will appear at your first log in to prompt you
to set up your phone number or email address to receive a one-time pass
code via text, voice call or email. Challenge Questions will be replaced by this
new pass code feature.

Text

Your first login will look like this. The top section provides the option to receive
a pass code via text message.

Welcome to Internet Account Access
: = Heed Help?
Enhanced Login Security Setup 556 555 5565
We need some additional information to make your
accounts even more secure
T
Mow... Later ; —_
- o
Enter your W ¥ b F ¥, W 4 rrae
details below Ll W ¥ ¥
We'll already have your details on Ble. All you need 1o do -
e m::::g::zm L i8 chOaSe MW you Want 10 recene the access code - <
- "I A 1o conkem your Then enler the access code lo access your account o
Sactity securely _
In 2 hury? Mo problem. Coemplate this sefup later
‘Want the option to receive a text message for Enhanced Login Security?
H Enter your numbers below Make sure you also activate each number.
Text message
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Hatin : . EEE P |ErmLacd sendbens e B phona
o You've reached the max allowed. Prefer a dfferent
number? Change one of the numbirs above
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Phone Voice Message

If you wish to receive a pass code through an automated voice call, enter your
information in the Automated Voice Call section. Up to five phone numbers may

be registered.
Want the option to receive an automated voice call for secure login?
Enter your numbers below.
Pronetype  Number
Automated
voice call Home E] - -
Mat’s this ) Work E] & %

Email

If you choose to receive a one-time pass code to be sent to your email address
enter it in the Email section. Up to five email addresses will be accepted.

)vq Want the option to receive an email for Enhanced Login Security?
avs Enter your email addresses below.
Email )
_myemail@email.com ] v
hat's this (&) none@none.com v

+ Add another email address

Verifying and Submitting

After completing the appropriate sections, you will be asked to review your

information. If you have any changes, you may edit them before clicking the
“Save and Continue” Button.

Please confirm your information
Does evensthing look correct?

e message ':‘w-ote:cl B tmea
03D 9442300 [oe G50 944 2327 Eon ryemnail@omall com Lot
0500 387 234 E

worrnai@yaio0 (em £ 31

R Fom iogin secunty

Fer your securty, we will confirm your dentity wherever your sccourt is accsssed from an
wwecogrmed o public computer,

This computa 15 set s public (exira secunty requirad for securna legn)

= forgoften Password

You can usa the above nf

1o rasat yeur Pa d for Ondine Bankang ¢ you forgat i

Now doukle check...
Can you elwoys access atleast one of e ? Doyou share this account with anyone
abowe options.. o clse?

...when logging from work. nome. and while o1 Have you peovided cetions you and the other
arcation?

ACCTANE USHE AN 3CCARR whan Ingging in?
Fnot, Finot,

g back and add more eptions

92 back and add more optcns




Logging in using Enbanced Login Security

If your computer is not recognized, you will receive the Login Security prompt
screen. You will be asked to select which method you prefer to receive your

one-time pass code.

Login Security

How would you like to receive
your one-time access code?

This access

We donl recognized the co

B Nored Haip?
1-888- 0084444

CM Having trouble?

¥ none of e optons below work

$ €0 de
) for you, Cich here

- Text message C Voice call M Email
Make ture your phone @ O, pleate Standerd Make ure your phofe i Of &N your Qe is Remamisr 10 Chach your SPAM fokder
e tiagng rates sty trred up, pleste
Tared 10 et e 4586 » el b wuw e 8859 ¥ Saed 19 G gmad com }

D4 you get an access code from us over the phone? Click he

Cancel end go back o logn screen

19 10 $PR4T YOUF BCEASS CODE

Once you receive your one-time pass code, you will need to enter it in the box

that appears.

Have your phone ready toreceive the fext shorty.

Did you get your access code?
Vs The access code is
Ho

Loged it to be sent again

Continue >

l(_JTp sent via text message|

Message and Dats Rates May 3pply. For hef
890-7676 or by o-rmad ot ciculBoianfou org
erterng & mobde phone rumber

Did you get your access code?
you certty that

Yes The access code is:

Compatiole moble Carriers inchude ATAT, Altel,

Have your phone - and & pen & paper - ready 10 recenve the call and write down your 8ccess code

OTP sent via
phone

Continue >

No Loeed it to be sel

OTP sent via email, !

After entering the one-time pass
code, you will be prompted to
enroll the computer in Enhanced |°
Login Security allowing you to

o srons recerve e access cose win the rest 2 marutes

Did you gotyour accass code?

Plaase do net pavigate yway from this page 5c you can enter the 3ccess code wher yo
recewe i

Contwwe >

skip the one-time pass code at future Iogms If using a public computer, do not
enroll the computer when prompted. It is recommended to configure your
browser to enable cookies so that your computer can be recognized each time

you login. Please note that when using a new computer for the first time, you

will need to setup Enhanced Login Security in order to access Q-Net Home Banking.

Locked out of Q-Net Home Banking?

Now you can reset your forgotten password

by using Enhanced Login Security. You’ll receive a one-time pass code to gain access.
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www.qcu.org

100 Quincy Ave ¢ Quincy, MA 02169 ¢ 617.479.5558
519 Columbian St ¢ Weymouth, MA 02190 ¢ 781.340.7117

Toll Free 866.479.5558



